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Ima k eP ] alin” Fraud Overview

* Fraud occurs in most transaction rich industry
segments:

— Health care (e.g., 3 to 10% of all health care spend
Is fraudulent, according to 2005 Canadian Health Care
Fraud Survey we conducted with the CHCAA)

— Property and casualty (P&C) insurance — est. 15 to
20% of all claims contain some element of fraud

— Banking (credit card, debit card) < 0.1%
— Mortgage Fraud

— Retall

— Telecommunications

e Fraud, at a minimum, costs Canada $10
billion; If treated as corporate revenue,
“Fraud Canada Inc.” would make top 30 In
FP500 list of Canada’s largest companies by
revenue.
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4 Steps To
Eliminate Fraud
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. _Fraud Detection Process:
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IBM Entity Analytic Solutions

Advanced Analytics for Threat and Fraud

Persistent Search and Anonymization

Recognize Resolve Relate
Establish context and Identify individuals trying to Detect and store
validate source content mask their identity relationships among

networks of individuals

Self Correcting in Real Time

Full Attribution




IBM Entity Analytic Solutions - Recognize

Real-time, Streaming Ingestion and
Analytics

— Performs all analytics at ingestion on data
streams for real-time discovery

Persistent Context Accumulation

— Received data is reconciled to historical
holdings and persisted (versus context-
on-the-fly)

— Establishes global identifier to accumulate
context over time

Reconciliation

— Real-time processing of adds, changes
and deletes from source systems

Data Across Domains

— Identity and relationships across all lines
of business

P 7

| | |
Recognize
v’ IBM Identity
Resolution
“Who is Who ”
Establish

Unique ldentity

*Data across silos
eFull attribution
*Resolve and un-
resolve
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IBM Relationship
Resolution

“Who Knows Who ”

Relationship Awareness
to Many Degrees

*Obvious and non-obvious
relationships
eLink people and groups
*Real time alerts
*Persistent search




A 4-Stage
Analytical Approach

Watch Lists Deviation Detection

Predictive Modeling
Social Networks
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You don’t know what you don’t know!

Rules Based

MMH \__

Define specific rules
Rank orders known Known Suspects, Locations,
Geographies, Organized Rings...

to stop known fraud modes
fraud modes.




“Hard” Rules

Rules Advantages

— If number of complete )
examinations  on an existing Seemingly easy to understand.
patient exceed more than 1
every two years then Seemingly easy to apply.
investigate

e What if it was two in two Disadvantages
years and a day?
— If number of restorations on

same tooth surface within 18 It only works on known fraud modes.

months exceeds 1 then

investigate Typically vendors own the rules.
— If ratio of personal injury
claim to collision damage is Rules generate many false positives

> 3.5 and speed travelling
between 40 to 60km/h then
investigate

* What if ratio was 3.4 and/or
speed was 39.87?

+ What if ratio was 3 and speed Rules require many variations and
was 707 complexity to work. As rules vary and

* What is ratio was 2.5 and :
speed was 80 .... become complex expensive to upkeep

Rules do not adapt to changes in criminal
behaviour.




Predictive Modeling

Neural Networks, Decision Trees, Regression

Rank Known Cases, High Volume
Deviants by “suspicion index”

Permits investigation of only high
“suspicion index” records

Advantages

It can be used to increase investigative
efficiency as predictive models rank order
fraud cases

Predictive models can be develop to your
specific claim transaction base

Disadvantages

It only works on known fraud modes.
These known fraud modes are learned
from the vendors multiple customers.

Typically vendors own the models.

Some vendors provide generic models not
ones tailored to your specific transactions

Models do not adapt to changes in criminal
behaviour




Deviation Detection

s this transactiowut of the norm”?
!

)

Individual f ” Suspect Locations
Peer” Groups .
“Watch lists”

Geo-Demographic
Behavioural
Temporal

Artificial Intelligence based
“Fuzzy Logic” Scoring

Advantages

It discovers both known fraud modes and
detects new unknown modes

It can be used to increase investigative
efficiency as fuzzy logic models rank order
fraud cases

" Itis customized to your specific claim

transaction base

It is adaptive and self-learning and adjusts
to changes in your claim transaction base

Reduced false positives.
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Voice Risk
Analysis (VRA)

Incoming claims and application calls recorded and
spectrum analyzed using spectrum analysis tools
that can detect relative level of stress in voice
(frequency spectrum variations)

P& C example: Initial “warm-up” questions to
establish baseline voice pattern and stress level;
specific claim or application questions that are
probabilistic of fraud (e.g., “have you had an
accident in past 5 years”; “please describe the
nature of your injuries”) are analyzed against
baseline voice print and statistical peer groups.

Not lie detection nor “proof” of fraud, but
another input into overall suspicion score to
trigger an SIU response

Legitimate claimants can be fast-tracked

Assessing feasibility: do flagged calls correlate
with actual cases of fraud?
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Makeplain
Comprehensive Approach

Sample Feature, "Age of Policy in days before claim

» 20 =1 1000 o
g 18 \ T 7/ 900 8
2 16 1 i 80 9
Moo T i 700 5
Fuzzy logit 21— oo F
g 10— 500
system 3 &4 : 4001 570,
41 200
21 —H 100
2 =]
40 120 00 280 320
0 80 160 240

182
Feature Value

/@p

&
Watch Lists L2

Social Networ (
Identity Fraud ¢

Rules If <condition> then
<action>...

VRA

v

12



High Level
Fraud Architecture

Claim Transaction Streams (Operational Systems)
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Fraud Alerts
‘Detectlon Database

Rules, Models, Watch
Lists, Fuzzy Logic .
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Data Staging

Reporting Data Base
Case Management,

Makeplain Data Centre Reporting
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Intervention
(don’t pay the claim)

Some data returned
back to operational
claim processing
systems




Words of Wisdom

* "Insurers shoulc
adaptive fraud C

look for an
etection

service, rather t

nan a static

fraud detection system"

Dr. Malcolm Sparrow

Harvard Univers
of Governmen

ity John F. Kennedy School
t and Author of Li cense to

Steal: How Fraud Bleeds America's Health

Care System
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